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Introduction 

As Brainshark users become more prolific in creating presentation and learning content, they become more aware 

and concerned about securing the privacy of their content. Authors want to ensure that their internal corporate 

presentations and product information is accessible by only those privileged to view it. 

This document outlines various content-centric scenarios and how Brainshark is able to ensure that the viewing of 

content is as open or limited as the customer requires.  

A Quick Review 

Brainshark has always allowed content to be created and viewed as either Public presentations (content that may 

be viewed without a Brainshark Login Account) or Private presentations (those requiring a Brainshark Login 

Account to enable viewing). Brainshark Rapid Learning courses are always considered Private. 

Creating Private content is the primary means to securing access to Brainshark content. This document addresses 

the posting of Brainshark content URLs on both public and private web pages and through email. Several methods 

for identifying the content ‘viewer’ are also discussed, however, ‘requiring a login’ to access the content remains 

the primary tenet for securing Brainshark content.  

In conjunction with the creation of Private Content or Rapid Learning content, Brainshark User Accounts must be 

created to gain proper access. User accounts may be created in several ways. These methods are discussed as part 

of this document. 

Posting Brainshark Content 

Brainshark offers its authors and administrators a variety of methods for inviting audiences to view their content. 

These scenarios will illustrate issues related to both Public and Private content. 

 Posting via Email 

As part of the Brainshark core product, authors and administrators may send email invitations to potential 

‘viewers’. This process embeds the Brainshark URL into the email body. Email may be formulated and sent outside 

of Brainshark (i.e., marketing campaigns). This email would also contain the Brainshark presentation URL. Please 

refer to Finding and Using the Brainshark Presentation Link – later in this document. 

Email and Public Content 

 It may be important, even for Public content, to discern the identity of the ‘viewer’. Techniques to 

capture this information include: 

1. Enabling a Guest Book on the presentation 

2. Attaching a ‘tracking code’ to the presentation URL. Marketing campaigns often use the 

recipient’s email address as the tracking code. The tracking codes may be extracted using one of 

the Brainshark Viewing Reports. An example of the tracking code syntax is: 

http://www.brainshark.com/customersite/vu?pi=12345&text=tracking_code 

 



Email and Private Content  

Private content prompts the ‘viewer’ for their Brainshark login credentials. Once the credentials are 

entered, presentation viewing proceeds. 

Alternatives to prompting the ‘viewer’ for their credentials include (these alternatives assume the 

existence of a Brainshark User Account – see Creating Brainshark Users): 

• Single Sign-on (SSO) – please refer to the Single Sign-on Data Sheet in the Appendix of this document. 

This technique will work for embedded links in email as long as the ‘viewer’ is logged into their 

hosting network. 

• Login-and-Go – please refer to the Login-and-Go Data Sheet in the Appendix of this document. This 

technique may be used from email if a universal privileged user account is used to ‘log in’ to 

Brainshark. The individual’s identify, with this technique, may not be discernable.  

 

 

 

 

 

 

 

 

 

 

 

 

 

  



Posting via Customer Web Page 

As part of the core product, Brainshark makes the web links (URLs) readily available for use on a Web Page or 

within any HTML framework. In addition, Brainshark provides the ‘embed code’ to allow the Brainshark Player to 

be embedded within an HTML page. 

Finding and using the Brainshark Presentation Links 

These links are available to content authors and administrators: 

1. Login to your Brainshark site 

2. Find and Edit the Brainshark content to be ‘posted’ 

3. On the Presentation Properties tab, click the Embed hyperlink to expose the Brainshark URL and the 

Embed Code to place into your web page 

 

 

 

Using the Brainshark Presentation URL 

The HTML code to create a hyperlink from the Brainshark URL would look similar to: 

 

 



<body bgcolor="#FFFFFF"> 

<p><font face="Arial, Helvetica, sans-serif">Sample HTML Page - Brainshark URL 

Player </font></p> 

<p><font face="Arial, Helvetica, sans-serif"><a 

href="https://www.brainshark.com/ayoung/vu?pi=105377">Click here to view 

presentation</a></font></p> <p>&nbsp;</p> 

</body> 

 

Clicking this hyperlink will result in launching the Brainshark Player – shown below: 

 

 

  



Using the Brainshark Presentation Embed Code 

The code to use the embedded URL is shown below: 

<body bgcolor="#FFFFFF"> 

<p><font face="Arial, Helvetica, sans-serif">Sample HTML Page - Embed Brainshark 

Player </font></p> 

<div><iframe 

src='https://www.brainshark.com/ayoung/vu?pi=105377&dm=5&pause=1&nrs=1' 

frameborder='0' height='366px' width='440px' scrolling='no' style='border:1px 

solid #999999'></iframe></div> 

</body> 

Clicking this thumbnail will result in launching the Brainshark Player – shown below: 

 

 

 

Public vs. Private Content on Secure and Open Web Pages 

There are two factors involved to properly determine the correct ‘authentication method’ for your 

environment. The first is whether the Presentation is Public or Private. And the second is whether or not 

the web page hosting the presentation URL is secure (requires a login). 

Public Content: Retrieving Viewer Information 

Public content does not require a log-in whether or not the hosting page is secure. It may be a 

requirement, however, to capture information about the ‘viewer’. The two scenarios below describe 

methods for retrieving viewer information: 



Public Content on a Public Web Page 

In this scenario, the Brainshark link (URL) for a Public presentation is posted on a public web page. Viewer 

information may be retrieved by enabling a Guest Book prior to viewing the presentation. 

As an author or administrator: 

1. Login to your Brainshark site 

2. Find and Edit the Brainshark content to be ‘posted’ 

3. On the Presentation Properties tab, enable the Guest Book and Edit to select the fields to capture 

 

Public Content on a Secure Web Page 

With a secure web page, it is assumed that the ‘viewer’ has already logged-in – either explicitly to the web 

page or indirectly through a Single Sign-on environment with the customer’s web environment. In either 

case, information about the ‘viewer’ is known and available to the web page and may be extracted and 

sent to Brainshark.  

 

The simplest way to send the ‘viewer’ information to Brainshark is by extending the posted Brainshark 

URL (or embed code – see examples above) with Query Strings allowing the information to be ‘silently’ 

passed into the Guest Book fields of the Brainshark Presentation view. 

 

For example, to launch the Brainshark presentation and identify the ‘viewer’ by first and last name, the 

URL would look like: 

 

https://www.brainshark.com/ayoung/vu?pi=105377&fn={firstname]&ln={lastname] 

where  

&fn passes the First Name into the Guest Book  

&ln passes the Last Name into the Guest Book 

{firstname} is the value of the First Name fetched by the web page code  

{lastname} is the value of the Last Name fetched by the web page code  

 

A complete set of Guest Book query string parameters is included in the Data Sheet: Pre-Filling Guest 

Book Data – found in the Appendix. 



 

Private Content on a Secure Web Page 

With a secure web page, it is assumed that the ‘viewer’ has already logged-in – either explicitly to the web 

page or indirectly through a Single Sign-on environment with the customer’s web environment. In either 

case, information about the ‘viewer’ is known and available to the web page and may be extracted and 

sent to Brainshark.  

 

For this scenario, Brainshark offers the following alternatives to automatically log-in the ‘viewer’ and 

launch the presentation: 

• Single Sign-on (SSO) 

• Login-and-Go 

 

Single Sign-on (SSO) 

Brainshark’s Single Sign-On (SSO) feature enables administrators to control access to Brainshark without 

the hassle of managing and maintaining individual user accounts for an additional application.  For 

individuals that authenticate through their network or other sites, it provides streamlined access to 

Brainshark without the need for users to log in multiple times. 

Brainshark’s SSO implementation uses the following protocols: SAML 1.1, SAML 2.0, WS Federation.  

A brief data sheet is found in the Appendix of this document. A complete specification is available for 

customer review. Brainshark Professional Services is available to answer questions and review your 

current SSO implementation and see how Brainshark may be able to work within your environment. 

Login-and-Go 

The Brainshark LoginandGo function allows for the programmatic launching of private Brainshark content 

(requires a Brainshark Login Account). For example: 

• Brainshark private content URLs are embedded within a secure customer portal page. As an 

alternative to single-sign-on and to improve the viewer experience,  LoginandGo may be used to pass 

account login information and initiate content viewing 

• Alternatively, if Brainshark accounts do not exist for each Portal User, viewer information may be 

passed as Guest Book data while the Brainshark login is performed against a single privileged 

Brainshark account 

A detailed data sheet may be found in the Appendix of this document. 

Brainshark Professional Services is available to answer questions and review your current implementation 

and see how Brainshark may be able to work within your environment. 

 



Private Content on a Public Web Page 

Private content requires a Brainshark login account. Posting a Brainshark URL or Embedded Player link to 

a Brainshark presentation that is marked Private results in the ‘viewer’ being prompted for their 

username and password. 

 

For example, the embedded player link used above now points to Private Content and displays: 

 

  



Brainshark Rapid Learning 

Brainshark courses and curricula are Private content. Not only do they require a student enrollment, they require a 

login to access and ‘take’ the learning content. Once enrolled into courses / curricula, students are invited to ‘take’ 

the learning content in several ways: 

• Via Email (URL to Learning Locker, URL directly to Learning content, URL to ‘auto-login’) 

• Posted URL (to Learning Locker, directly to Learning content) 

Accessing Learning via Email 

Students may be emailed a variety of invitations to ‘take’ Brainshark courses / curricula. The contents of the email 

may direct the student to: 

• Their Brainshark Learning Locker where they may ‘take’ the course already enrolled for them or enroll 

themselves in Open Courses. The link to the Learning Locker prompts the Student for their Brainshark 

login credentials. For example: 

 

• A specific course or curriculum (URL) – where they are immediately directed to the learning content for 

viewing. Prior to viewing the student is prompted for their Brainshark login credentials. For example: 

 

NOTE: 

If the Brainshark site containing the learning content is SSO Enabled and the student accesses 

their email after authenticating (logging in to) on the customer network, Brainshark will 



validate the student’s credentials through SSO and automatically log them in to the learning 

content. 

• An ‘auto-login’ link directing them to a specific course or curriculum without having to provide their 

Brainshark login credentials. The Brainshark Author or Administrator may enable ‘auto-login’ for Rapid 

Learning. This feature invites a specific student to ’take’ specific learning content without having to login. 

The student is automatically identified through the URL provided. For example: 

 

 

Accessing Learning via Web Page Links 

Customers may wish to post links to their learning content on secure web pages. Students access these links by 

logging into the secure web pages or through the customer’s Single Sign-on (SSO) deployment. To simplify the 

Brainshark Student experience, Brainshark offers several options to ‘silently’ log the student into Brainshark. 

 Single Sign-on (SSO) 

Brainshark’s Single Sign-On (SSO) feature enables administrators to control access to Brainshark without 

the hassle of managing and maintaining individual user accounts for an additional application.  For 

individuals that authenticate through their network or other sites, it provides streamlined access to 

Brainshark without the need for users to log in multiple times. 

Brainshark’s SSO implementation uses the following protocols: SAML 1.1, SAML 2.0, WS Federation.  

A brief data sheet is found in the Appendix of this document. A complete specification is available for 

customer review. Brainshark Professional Services is available to answer questions and review your 

current SSO implementation and see how Brainshark may be able to work within your environment. 

Login-and-Go 

 

The Brainshark LoginandGo function allows for the programmatic launching of Brainshark learning 

content . For example: 

• Brainshark learning content URLs are embedded within a secure customer portal page. As an 

alternative to single-sign-on and to improve the viewer experience,  LoginandGo may be used to pass 

account login information and initiate content viewing 



A detailed data sheet may be found in the Appendix of this document. 

Brainshark Professional Services is available to answer questions and review your current implementation 

and see how Brainshark may be able to work within your environment. 

Embedded Brainshark Player for Learning 

 

By combining the Login-and-Go function with the Embedded Brainshark Player URL, a posted link may 

show the learning content within the secure web page after providing Brainshark with the appropriate 

student login credentials. A sample might look like: 

 

<body bgcolor="#FFFFFF"> 

<p>Sample - LoginandGo with Secure Content</p> 

<div><iframe 

src='https://www.brainshark.com/brainshark/public/login/loginandgo.asp?cid=9022&ui

d=xyz@brainshark.com&pwd=12345&dest=%2Fbrainshark%2Fvu%2Fview.asp%3Fpi%3D105377%26

dm%3D5%26pause%3D1%26nrs%3D1' frameborder='0' height='366px' width='440px' 

scrolling='no' style='border:1px solid #999999'></iframe></div> 

Embedded Learning Locker 

Another option afforded the customer is to post the student’s Learning Locker within the web page. This 

technique also uses loginandgo to authenticate the student and then launches the learning locker within 

an iFrame. A sample code snippet follows: 

<div><iframe 

src='http://www.brainshark.com/brainshark/public/login/loginandgo.asp?CID={company

id}&amp;UID={username]&amp;PWD={password]&amp;DEST=%2Fbrainshark%2Flearning%2FMyLe

arning.asp%3Fca%3D4%26ui%3D16385&dm=5&pause=1&nrs=1' frameborder='0' 

height='366px' width='1000px' scrolling='no' style='border:1px solid 

#999999'></iframe></div> 

 

 



Creating Brainshark User Accounts 

As discussed in the Introduction, properly securing content requires that the content be marked ‘Requires Log-in’ 

and that all users requiring access to the content have a Brainshark User Account. There are several methods for 

creating Brainshark User Accounts – detailed in this section. 

Creating User Accounts – Brainshark Administrator 

A Brainshark Presentation is available on the Custom Connection Online (CCO) instructing Administrators on how 

to manage Brainshark user accounts. Please refer to: 

https://www.brainshark.com/documentation/manageusers 

Creating User Accounts – Self Registration 

Brainshark Administrators may enable the Self Registration feature to permit their students to ‘sign up’ for a 

Brainshark User Account and be automatically enrolled into courses / curricula. To learn more about the proper set 

up of Self Registration, please refer to the Brainshark Presentation: 

http://www.brainshark.com/brainshark/vu/view.asp?pi=841647474 

 

Creating User Accounts – Single Sign-on 

For students located and logged into their corporate network while accessing Brainshark training, the customer 

may take advantage of the Single Sign-on implementation. This approach integrates Brainshark with the 

customer’s authentication server to validate the student’s credentials as they access Brainshark training while on 

their corporate network. As students are authenticated, Brainshark will create User Accounts for them if not 

already existing. Please refer to the Single Sign-on Data Sheet in the Appendix of this document. 

 

Creating User Accounts – Brainshark Web Services APIs 

To meet a company’s student workflow, it may be more effective to programmatically create Brainshark User 

Accounts as needed. The Brainshark Web Services APIs provide a .NET programming library of ‘calls’ into the 

Brainshark system to create, modify and query Brainshark database objects. Writing code to create new users and 

assign them to learning content is a straight-forward programming exercise. Brainshark offers its APIs and 

Engineering assistance to facilitate this method. 

 

Creating User Accounts – Bulk Uploading Users 

Brainshark provides a stand-alone program to allow users to create and modify user accounts in bulk. This function 

is quite effective for large user communities that frequently change. It’s also perfect for the initial population of a 

learning or secure content user base. Please refer to the Bulk Uploading Users Data Sheet in the Appendix of this 

document. 

 

  



Brainshark’s Web Services / APIs 

Also known as Brainshark’s SDK (software developer’s kit), Brainshark provides a full set of Web Services APIs for 

customers to develop them own applications that integrate into their Brainshark site. 

Written for .NET developers, the APIs contain: 

• Methods: CreateSession, DeleteSession 

• Generic Operations: Get, List, Set, Create, Copy, Delete, Purchase, SendEmail 

Within the context of this security-oriented document, some examples for using the SDK are: 

• Programmatically create new user accounts and enroll them in a set of learning content (e.g., extracting 

information from user login to a secure company web page) 

• Emulate an SSO authentication when one is not available 

• Dynamically build a web page of Brainshark URLs available to a ‘viewer’ based upon his login credentials 

Brainshark Professional Services will work with you to discuss your project and how the APIs may be best used. 

Please ask for full documentation on the Brainshark SDK.  
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